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Accounting Info: 
EXFWD0 000 EX 50-01-00-000 
11-00-0000-00-00-00-00 GE-25-14-00 
000000 
Funded: $0.00 

Accounting Services - Experienced Senior 
Manager 

Accounting Wo: 
Exmoo0 000 Ex 50-01-00-000 
11-00-0000-00-00-00-00 GE-25-14-00 
000000 
E m d d T ]  

Accounting Services - Experienced Senior 
Consultant 

Accoanting Info: 
EXFDOOO 000 EX 50-01-00-000 
11-00-0000-00-00-00-00 GE-25-14-00 

Accounting Services - Senior Staff 
Accwnting Info: 
E X P W O O  000 W 50-01-00-000 
11-00-0000-00-00-00-00 GE-25-14-00 
000000 . - . . : ~ l  
Accounting Services - Junior Staff 

Accounting Info: 
E X F W O D  DO0 Ex 50-01-00-000 
11-00-0000-00-00-00-00 GE-25-14-00 

I 

0ODODO mediln 
Other D i r e c t  Costs (ODC'r) 

Accounting Info: 
Exmooo 000 EX 50-01-00-000 
11-00-0000-OD-00-00-00 GE-23-14-00 
000000 
Continued . . . 
I 

L 

mrrrcmmmKwmmRDrorff PlracWl7W 
IILCM -1-v- 

-4- 
nmfucR)m=w 





ORDER FOR SUPWE8 OR 8-ES 
ZICHEDUCf-mmm 

PhOEOT- 

4 3 5 







ORMRFORWPWESbR- w O F ~ S  

XWEWLE -cQNllNUAlWN 7 35 

m ~ .  m ~ ~ n s ~ r r l h D l n C d n d b r o r b ~ .  
MlEOT- ~~ 

HSSCXG-08-F-00279 

QUlWmY - 
(a) 

cmuwRIIUICII) 
-*m 

rr(llYm- 

mwo. 

(A) 

UlCT 
PmCE 
w 

AK*WT 

m 

1 

0°05, 

(b)(4) 

OOOSE 

/ 

..-' 

mlCDoFla-mm 

- 
m 

05/01/2010 

Accounting Info: 
TBD 
Punded: $0.00 

";D Junior Staff 
t i o a  Line Item) 

05lOl l  

Accounting Info: 
TBD 
Funded: $0.00 

Other Direct Costs ODC'sl 
r,lmXnt:~ption Line Item) 
05/01/2 

Accounting Info: 
TBD 
mnded: 50.00 
The Contractox shall perform in accordance 
with the Statement of Work, which i s  hereby 
incorporatad and attached as detailed in 
their technical proposal dated April 14, 
2008 and price proposal &tad April 24, 
2008. 

The estimated price of the babe year of 
this BPA Call is $1,974,316.26. Tha to ta l  
estimated price for thLs BPA Cal l  including 
optional l i n e  items is $7,992,488.81. This 
BPA Cal l  is awarded on a Time and Materials 
bas i s .  

The ceiling price of this BPA Call is 
$8,100,000.00. 

T h i s  c a l l  is subject t o  the  t e r m  and 
conditions of the DtlS BPA 4 
GS-23F-06-FD-A-0011. 

It is the Contractor's responsibility t o  
monitor the funds expended and advises the 
Contracting Officer and COTR when 752 of 
the funds available on this BPA Call have 
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BPA CaU # HS!K!CUSF.oM79 

STATEMENT OF WORK 

United Statca Department of Homeland Security 

United Statu C i i p  a ~ d  Immigration Services (USCIS) 

Omcs of PLuniaa Badget and Firuace 

Flnmcirl Management and Accounthg Support Scn4ce~ 

Financial h h a g m d  aad Accounting support for the U.S. llcpiumd of Homeland 
Security (DHS), U.S. Citizemhip and Immiwcm Services (USCIS), Ofl[ice of the Cbief 
Financial O&ca (OCFO). 

2. P & 0 f P t r t 0 ~  

The base period of perfoxmame shall consist of twelve months a f b  NotkTo-Proceed 
(NTP) has b e a  isswd by the Component Cbnhdng Officer. The total period of 
@ ~ ~ y i n c 1 u d c t w o o p t i o n a l ~ i t u n s w i t h  12-m0nthpgiodsdtwoagtianal 
lint items for additional support up to a maximum of 12 months in MOD to coincide 
with~tmoopti~dpaiods.TtKaptiotlallinei~ifex~~yExtendtheperid 
of pmbmame up to 36 months after the NTP. 

United StatesCithwbipandImmi@on Services 

Offia of Chief Fiasncial Ofiicer 

20 hdassachusetts  venue, NW 4' Suite 4018 

Washington, DC 20529 
(202) 272- 1860 

4 EmzmLBU-r 
United Statcs Citkcmhip and andIrnmigrrdion Services 

Office of the Chief Finand Officer 
20 Massachusetts Avenue, NW 3* Floor Suite 40 18 

W- M3 20529 

(202) 272-0949 



BPA Call # HSSCCwF60279  

The OCFO, Financial hbagment Division (FMI) requires Financial and Aamunting 
s u p p o r t t o a s s i S t w i ~ t b t ~ e n t a n d ~ & o n o f f i n a a c i a l ~ ~ .  
FMD operates mder the purview of the Government hbnttg- Rcforxn Act of 1994 
(GMRA), which & a b W  the dual caiteria of tirvmc;al integrity aud accountabiiity for 
all major federal depnrtments and agencies. To comply with GMRA, USCIS must: 

Repme an [annual] financial statement covering all accouttts and 
asmhkd activities at USCIS. The statement should &rm to OMB 
guidance, and it should be rudited by the agency Inspactor General. Tbe 
statement should dect (1)  the overall finsncial position of tbe program 
artd activities covmd by the statemeat, including assdP and liabilities 
thereof; and (2) d t s  of qmatiom of thost pr0gnm.s and activities. 

USCIS currently is audited at a camli- level within DHS. To maintain an 
unqualified opinion at the DHS consolidated level, FMD needs to dtvelop, implement, 
and ex- financial managunent pfocdms that adhere to the fkkral acwunting 
sb&& and qguhtiuns stated above. Tbe challenges for FMDs efforts to produce 
timely and reliable financial data include, but are not limited to, the new financial 
responsibiities~attibutablle to the accehkd and mpmdwl financial statement mporting 
quksmb, the volume d cumplexity of finanoial accounts, obtaining M o d  
r c s p m i i t y  and m t y  ava Saancial reporting and tbc need to sugplememt their 
adsting penwnel. 

The cmtmctm shall provide advice, cumiltation, review, analysis and sssistance to 
support the overall imp- of the thmid mamgamt functions regardless of 
g8ogfqdic location within USCIS. 

The Coatractor shall support ~~ of the fkmdal mansganent iolitiative by 
mdyzhg  and conunenting on r e W  project plans, participating in oversight and 
monitoring meetings, and advising on related hues. 

CLIN bOOl Blllc Ptried: 12 months following the Notice to Ptoceed (NTP), casks 7.1,7.2, 
7.3,7.4 and 7.5. 

Olltianal P a i d  1: 12 months following CLIN 0001, Base Period, tasks 7.1, 
7.2,7-3,7.4 and 7.5. 

~ L i . c I ~ i u p t o 1 2 m o n t h s c h r r i n g t b t p c r i d o f ~ o f  
CLJN 0002, O p t i d  Period I ,  tasks 7.6,7.7, and 7.8. 

CLM QB04 Obtionrl Period 2: 12 months following CLIN 0002, Optioaal Period I ,  tasks 
7.1,7.2,7.3,7.4 d 7.5. 

CUP4 OO# Outiod Line Item; up to 12 months during the period of performance of 
CrJN 0004, Optional Period &Casks 7.6,7.7, and 7.8. 



BPA Call # W3SCCG-W-Fa279 

USCIS will providt preliminary notice of intent to exercise any o p h d  line items in 
writing at least 30 days prior to the issurract of the un iW modification. 

TheCantractorshallsssistinensuringih&tUSClS ~activityisncordedinthecore 
aammtiq systrm m accordaace with the Federal General Aoccpted Accounting 
Procedurw (GAAP). Primary sources of GAAP arc the F e d 4  Accouuthg StaDdards 
~ r y B o a r d i s s n c d c a o c e p t s , ~ ~ i n ~ c m s , r e l ~ a a r d b ~ d t h c  
DepPlrtment of Tmsury issued guidance on the US Standard Geacral Ledger (USSGL) and 
tbe Treasury Financial Manual. 

USCIS uses &CI Fedcrd agency (immigration and Customs Edommcds Office of 
Fiaaacial as a finamid service provider for tk rccodhg of financial 
activity, hocluding adkcti008 and disbursements, payroll activity, and the tstimftion of 
accomtspayablt. ~guiguidwancJmonitorsthr:recorbingof~activi~toe218ure 
and nrifL o o m p h  with GAAP. 
This task is to be @d in Washington, DC end USCXS estimates this task dl r e q e  
3,888 hours per 12-month period 
Specific objectives include: 

7.1.1. The Conhctm shall assist in ideati- whca capital assets, primarily leasehold 
~ ~ ~ ~ a n d s o ~ a r e a c q u i r e d o r ~ ~ t r a c k i n g  
tbedepchtionaad~m0~onofcapital1rssets,documentingcapiCalasset 
t x m a d a q a n d ~ 1 y ~ c a p i ~ a s s e t ~ 0 1 ~ ~ i n t h e ~  - 

7.13. Tbe Contndcm shall support the d and recording of adjustmeats to intra- 
dg.rrtmental and ~~ balances, transactions and dimktbbs. 

7.13. The Cmlmtor hall support FMD oversight of fke collections and revenues, 
incllxhg: 
rn Calculation and recording of d e f d  rcvcnue; 

Rcconting of fhds transfgs and Treamry warrants; 

and posting of m-deposited colICctions; 

Monitoring of accounts receivable and debt wllcction activitits p e t f d  by 
the financial service provider. 

7.14 The Contractor shall assist in periodic t c c o ~ o n s  of ~ccounting system 
ldanca and transaclion with supporting schedules and indcpeodmt data sources, 
and with the nview of rwmdhtions p.cpared by the USCIS financial services 
provider. Examples of nsonciliatiorn eithcr prtpared or reviewed att the 
reconciliation of tbc SF 132 with tbe SF 133, and the rccoaciliation of the geaeral 
ltdgerfundsbalancewithT~records. 



7.1s The Contractor shall assist as nectssary with the identificetion, clmmmtatioo d 
r ~ ~ ~ r d . i n g o f ~ d v i t y n o t r o u t i a e l y p o s t e d b y t h c d ~ ~ p t o v i d a ,  
including transaction nelatcd to: 

AccountsPayablc M s ;  

Federal Employees Compensation Act (FECA); 

C o w  Liabilities; 

Imputed- 
7.1.6 TheContractorWsupporttbeimpl~tatimofnc\nrandthtrcvi~~of~ 

geaeral ledger aammts and tramdon codes used withiu the core firuracial system. 
Supporting activities include review of existing b'anzladion codes in FFMS, 
reseatch of account definitions, standatd tmmadh and m d  defined in 
USSOL, identificstion of changes in the USSGL guidaocc, analysis of the cfFects of 
USSGL chnges and of tratlsaction code postings to genaal kdger accounts, and 
-on an the i m p p l d o n  of the USSGL. 

7.1.7. Tbc Ckmtr&m shall m&mt in ensraing compliance with requircmcntS idtatifid 
in tbe GAO F d  Audit Manual 2010 Cbacldist for Federal ACCbuhg, and. 
Financial Audit Manual 2020 Checklist for Fadaal Reparting and Disc-. 

7.1 The Contractor shall assist in the rcview of the geaerrll kdget acoouat balancts to 
identify abnormal d o r  M d  bahas, & and isdate tmmctions 
resulting in abmmdinvalid w, asd identi@ possible comxliyt actions to 
res0h.e tbc abaoWi[walid balances. 

7.19. The Cop$actor shall suppart the &on and revision of FMD policies and 
pswdum concerning the recording of financial activity' 

7.2. ~ S n b ~ a n d ~ n o f d k e M ~ u m i ~  
F " u r o r r d r l ~ A r r r r s J F O r r J A c d J ~  a n d ~ d t d I ~ o ~ n  
JkporM f i  FACTS I, FAC35 11, rmd GFRT 

The Contractor shall provide suplport p q m a t h  of fiaancid statements and dl associated 
reporting, including the CXmmmat-wide Finamcial Reporting Requkmnts in acm- 
with OMB Clrculat A-I 36. Contractor wilt also provide support for rcpotting and 
vehflcdon activities idediied in the DHS Components Ruphnents Guide for Financial 
Rcportbg. 
O m  Circula~ A-136 estabhhes the fonn and content fw the principal f'msllcial 
sbtmmts, rtlatcd noSes, gupplemd i n f i o n ,  other acmmpanying i n f i o n  artd 
requkcs the clectrol3ic submbion of Adjusted Trial Balances d finadd statement note 
i n f o d o n  to g--wi& n p b g  systems. The Treasury Financial Manual 
provides add i t i d  details on thc required govanmat-wide tinanciai reporting. Tfre DHS 



BPA Cd1# BSSCCW8-F-00279 

Components Requimmats Gmde establishes submission schahde and the required 
mpporting reportsand documents to suppwt the Departments consolidated peatation 
and subsnission of financial data 

ThistaskistobeperfonnedinW~n,DCandUSCISestimstesthistaskwillrequire 
3,888 born per 12-month pei id  

721. Thc Cmtmctm abafl provide sapport for timely Treasury I n f d c m  Executive 
Repdory (TER) reportiag. Support shall include, but aot be limited to, 
adstance in TIER warning and fetal nror analysis atbd mlution, reconciliation of 
TIER brJances with the USCB hn&l  systan, and submission of data 
certifications as idmMd in the DHS Colnponent Requirements Guide. 

7.2.2. The Contractor shall provide support for timely completion of OCFO certification 
and monthly chfzkbtq i~cluding assistance in the @nnance of tasks, such as 
pmpmtim of the trial balrmccs, schedules reconciliations, indepth account 
analysis, subsidiary i n f ' n ,  and other items and data as M e d  in th DHS 
Componcut Requirements Guide. 

7 ~ 3 .  The Contmctor W pvide  support for periodic completion and d c a t i o n  of 
compliance with tbc OAO Financial Audit Manual 2010 Checklist for F e d d  
Accounting, and F U a l  Audit Manual 2020 CbecMist for Fcdaal Reporting and 
Disclosures. 

7&& The -r shall support respoases to DHS Office of F i n a n d  Management 
informadion requests including i n f i  identified in the DHS Component 
hquimmts Guide and other quest  

ha-tal and htra-govermnental m w  d Elimirmr;ons; 

F t x p ~ o n  of Diff' Between the Statement of Budgetary Resources and 
I'.&&nts B d g q  

Commitments d Conli.qpcits; 

Verification of Funds De-obligations; 

Idcabihtion of Non-GAAP Proad-; 

Verificatiou of Trtasury Account SymW, 

R e t i o n  of Imputed InIra--tal Cost 

7.2.5. The Conbaaor sball ;loupparrt tbe prcparation and revision of FMD policies and 
plwedlm~gthef inaocial leport ing.  
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The Contractm shall s k c  a variety of rcspmsi'bilities with accomtmts, accounting 
techuiciam, administrative staff, d y s t s ,  d a -  admixhatom, data entry 
operators including tbt implementation and maintenance of database technology, 
Mucher exmimion, data entry, and maciliation. 

Thistaslrktobepn;f~inB~~~n,VTandUSCIS~~teskwill 
rquh 5,832 buft per 12-~0llth period 
Specific objectives include.. 

The Contractor shall paovi& Inteqgovemnentd Payment aad Collection P A C )  - 
Monitor and manage PAC tramadions 

Manage and analyze database using MS Access 

a Resemch end assign to correct document and line of accounting 

~ ~ a h a l l i n p u t ~ b l i g a t i ~ ~ ~ ~ i n t o t b e f i n a n c i a l s y s t e m , ~ m v o i c e s  
and payments and aslrocigtc them with obligatim 

Match nxeiving reports with invoices 

Monitor posting of payments to qqmphk obligations 

Manage problem &s, missing invoices, short finds and oertificatiotrs 

Inpul obligating documents into tbt fhamid system acamtcly and timely 

The Co- shall perform psymcnt compliance reviews 

The Contrador shall perform post-payment audits far compliance with policies and 
ptocedures 
The Contractor did analyze compliance with Rompt Pay Act and rtJated 
rtgulations 

The Conbractor shall d y z e  and research open obligation listings to debmine if 
obligaths are to remain open or &odd be deobligrdcd to support data cleanup 
efforts. 

The Chtmcm shall perform routine reviews of obligation and payment 
infCmmtion to ensure data integrity, including identifying duplicate payments, 
duplicate obligation d o n ,  inappropriate v& scIection, and other problems 
aEbkd with obligations and obligation management. 

Thc Contractor dull support the I.gduction of J o d  Vouch (N) b a b x  



BPA Call # HSSCCG-O&F4W279 

Develop and manage plan to support reduction of JV bdances in USCIS' Open 
Document File (OD0 

Research old obIi@m balances 

Prepart obligation files for perf- of Verification and Validation (V&V) 

Thistaskistobe~~mBwlington,VTandUSClStstimatesthistaskwillrequirc 
3,888 burs pa 12-month period. 
Specific objectives irsclwle: 

7.4.1. The Contractor shall track and review p m b e  and travel card tmmactiafls for 
compliance with governmental regulations and po~icies and provide support and 
mining to cardholdets. 

7.4.2, T b a ~ r s h a l l s u p p o r t t b e d c u e l o ~ o f r e s p o a s e s t o ~ ~ m r e W t o  
finaacial processes aad finmcid applicatiwincl* aaswleringtclcghonccalls 
d~toami lqu i r i ts .  

7.4.3. Thc Coattactor shall provide FMD website support including reviewing website 
conttnt fbr amracy and relevancy, uploading documem, cmuhg adhenetwe to 
Section 508 of the Rdmbilitation Act. Note: the c u ~  must have working 
knowledge of MS FrontPage. 

7.44 The Contractor shall provide training support to include creating training materiala 

7.4.5,. Tbc Contmtm shall provide support plepoving MS Powerfoint PrtsenCrbions, 
m o n t h l y n e w s l t t t g s u s i n g M S P u b ~ a a d ~ ~ t s d r c p o r t s  
using MS Em1 and MS Acccss. 

7.5. -slusrcmE-@=s4Pfl 
Thistsskistobeperfomedin W~gton ,DCendUSCIS  CstimatesthisEaskwillrequire 
1944 hours per 12-month period, 

Specific objectives inc1& 

7 1 .  The Contractor shall aQninista thc Usex Access prograro and helpdeslc support for 
USCIS' Financial System and suites of integmkd tools incIuding 

Federal Financial Management System 

7 ~ 2  The Comacm shall suppxt an d y s i s  of requirements to transition, perform 
axepanu testing in accordance with test p h  papproved by DHS and 
migrstion of user profiles to systam that may be implemented to r e p k  existing 
systems used at USCIS. 



BPA Call # EIsscCC48-Fa79 

7.5.3. The Contrsctor sball assist in training USCIS ad users on tbe use of USCIS* 
F h m i a l  Systun aad dtes  of irmtegrated tools; rrssumc that training maybe 
conductad pPimarily using Web-Ex application with light travel to various 
gcugmpbic Iocatiom. 

~ f ~ t h e C o D t r a c t o r s h a l l p r o v i d e s u p p o R s e r v i c e s t o ~ ~ a n i u ~ i n  
d o a d  tht USCIS may encounter related to this task paformed by tbe Intend 
Controls, Audit and Rislr Assessmeat Branch in WashingtwZ DC with light travel b 
USCIS damestic locati- 
Thistaskistobeperfdin Wadhqtoq DC andUSCIS -this taskwill requk 
3,888 horas per 12-month period. 

Sjxcifio objectives include: 

7.6.1. The Contractor shell provide advice, coxmdtdon, a d  tccbnid assistance to 
support the cmdhation, analysis and review of USCIS* annual financisl audit arsd 
i n t e m a l c o n t r o 1 ~ .  

7.42. The Contradm shall support a continuous effort to implement internal colltrol 
program-. 

7.63. The CoIltractar shall &st in the e x t x u h  of 'test of operating cfhcti-' of 
USCIS' i n k d  control cnvhamt, business processes, applications end tools. 

7.6.4. The~shallassistintbecomp1eti0~ofan~novcr~cotltrol 
within time hum required by DHS and USCTS; this involves the pfcparation of the 
annual Fedad  Managers' P i i d  -Act (FMFIA) statement fbr approval 
by tbe USCIS OCFO and Senior Management Council. 

7.6.1 Tbe Contractor sbd assist with follow-up periodic compkmcc revicws and 
evaluations related to hncial reporting and management contmk. 

7-6.6. The Contracfor shall support the devclopment and monitoring of mission action 
plsns and rcmediation actions fbr internal control wcalukesses identified in d t  
d t s  and ~mrndat iom.  

7.6.7. The Contrecbr &all support efforts to summa& and track internal control issues 
captmd on the "Sumtnary of Aggregate Mchcies" repart, 

7.6.8. The Cantractor shall p v i d c  risk management support and pn>cess flow 
doammbtion and suppart. 

If exercised, the Contractor shall provide additional support services to hilitate an 
haease in workload that USCB may encorntea related to tasks performed by the 
 branch in Wahhgbn, DC. 
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This~istobcptrfodinW~n,DCaadUSCISestimstcsthistaskwill~ 
3,888 horn per t2-monih period. 

Specific objectives incl&. 

7.7.1. Thc con- shall support an adysis of requirements to transition to the DHS 
Trimdbdan and System Consolidation (TASC) Oracle Baseline. This involves 
r e v i e w i n g D H S ~ a n d ~ a b u s i n e s s ~ ~ a n a I y s i ~ w h i c h  
shell include the development of accounting l i  mqphgs and a data migration 
-0. 

7.7.2. The Contractor shall supjmt the migration to thc TASC Oracle baseline. This 
involves cxaclrting tbe migration slmtegy; clepnse, verify, validate d migrate the 
d r d a h t b c  Cxistingaystc~lltotbeTASCOracleBaseliaeand~xecutt~ 
migration stlmgy. 

7.73 The Gmlmcbr Jhall essist in training USCIS end users on the use of the TASC 
Oracle Baseline applicatim, assume that Wng maybe conducted at various 
gaogrtiphic locations. 

7.7.4. Tbe Contmctor sball perform acceptance testing in accordaace wit .  test plans p 
appmved by Dm. 

If extrcised, the Cantractor shall provide addi t id  suppoa services to address an increase 
in worklaad th USCB will cmmmkr related to task pcrfbrmed by the Financial 
StatanentsandReportsBnmchmW~n,DC. 

This task is to bc performed in Washingbn, DC sad USCIS estimates this task will requirt 
3,888 hours per 12-month period. 

Specific objcctiom include: 
7.8.1. Compilation and pubiication of USCIS Annual F i i a l  Report which would 

iDc1ladt the princiI#ll fhmcial dated notes, suppheatal infamath, 
end otbcr accompanying idomadon prepared in accordance with OMB Circular A- 
136. 

7.8.2 IMcrmkdon and -011 of natcriality Ebr USCIS line items based on 
USCIS stand alone reporijng. 

7.83. EExpanded work to ensure glld verify that a d d i t i d  line items comply with 
ntquiremeots identified GAO Financial Audit Manual 2010 Checklist for Federal 
A-, and Financial Aodit Manual 2020 CbeckM for Federal Reporting aab 
~ o s u r t s .  

7.8.4 lkpaded work to review of the gtneral ledger accouat balancts to identify 
abnarmal andlor invalid bahces, research and isolatc trapsactions resulting in 
tdmomdimvalid balances; and identify and irnplemcnt comctivc actions to resohe 
the ltbmmuiivalid bahces. 



7~ -00 of sdXciant doamenmion to independently slq>port USCB reporting 
of: 

Federal Ehployees CompeaWkm Act (FECA); 

(hunitmeats and Contingent Liab'itits', 

Donations; 

Explanation of IMbmcea Between the Statement of Budgemy IZcsmws and 
PresidenasBudget; 

Icbtification of Ehmarked Funds; 

Recognition of Imputed Cost. 

Contrad@rPtrsend 
Tbelabor~riesdefimdbelowatecansidcrcdtheminimwmkey~mcessery 
for the peoposcd catmcL The qual'rfi* listed below art minimum acqbbk levds 
aad dl key permmd must be by the Component COTR The contractor will 
detanineall~labor~oticgand~leveisappropriatefarco~~etingtbe 
o & c h s  of @ project. All contractor staff shall be Unitcrl Statts citizens or legal 
~ r c s i d m t s .  

Prior to addhg a new Conlmcbr cmpbyee, the Contractor will submit, to the Component 
COTR, the employee's s e e d y  application, and identify the proposed labor category. 
When the OBa of Security and Integrity (OSQ ppovidw a status on the employee's 
security appWon the CampoaGnt COTR will the Chtmtor.  

The key pcrsoanel specified on this Call are d d c r t d  to be aseatial to the work and the 
Con~agreestoperformhereuadcr. TheCoeCont rac torno t i~ i fyh~rogram~er  
d C o m m  COTR prior to diverting the key -1 away from this call. 
Notification shall be reasadIy in advance, provide justification, and include proposed 
svbsttutions or repl- m sufficient detail so that USCIS may evaluate the impact on 
the wrk the Contmcbr is obligated to perform hereunder. 

Key personnel on this Call are specified below. Tbe 00-t has the right to d b c t  the 
removal ofanyContractorpersoanelwbostperfo~was,mtheopinionofthe 
Govmment, inadequate or umcw@able, or for any other reason. 

8.1. hhn#geaent and wmdtation on ail ldcntSCied Qdrr (Key pcrrennd) 
M e :  An undergraduate d e p  and 7 years progressive experience in leading 

pjects, demonstratad ability to provide guidance and dimtion for specific projects or 
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sub-taslcs, and apability to ~llgnroe multi-task projects of high complexity fix Federal 
govanmnt clients H89 sevtral p m f a i d  dfications. 

Spccirlized Eqnrbct: Senior Managers have taken on incttasing responsibility in the 
design, impl-nn- asrd -of projects. They inmhcc with tbe c w  on 
project specific issues, direct tbe cmnp1edion of projects within csthetd time h t g  and 
budgetcoascraints,coord~prajectspecifkparties,andrevi~~workprollctsfbr 
comp1- and adhereme to applicable reghtions and customer rc~ukemnts. 
ExperiQct working with DHS OCFO or one of DHS OCFO components is p f d .  
Addit io~I  Required ~~ and Skilh In addition to the experience a d  
eddonal requireslents d d b c d  above, tbe Project Manager shall clearly posstss the 
Wowing knowledge and ability to: 

(lmmmicate eff 'vely ,  both orally aod in writing with scnim pemnm1; 

C w d u c t ~ h e n s i v e ~ a n d a n a l v ? l ; n f t W t o ~ i m d b u d @ ~ o m  
and quirements; 
Dmelop point papas, briefins mataiais, graphical pmmtations, and to make f o d  
oral pmmbtbm of these materials to aU levels of government pwme1; 

Provide dear ledemhip, technical didon ,  and guidance to aU lower level pasonncl. 

lkdc Exprhct: An under@- degree, 4 years ofpmgdvdy mptmsi'ble 
~ ~ i n p c r f d g a r r d ~ c i ~ i n ~ ~ c ~ m c ~ ~ i n a n e a r  
more key project meas, dem- ability to provide guidance and direction for specific 
projects or sub-tasks, and haeahg respnsiility in dcsign, impI- 
management of projects. 

Spe&bd Expcrkna: Proposed p e d  possess a working knowledge of tbc 
USSGL, be familica with GAO Phancial Audit M a a d  2010, Checklist for Ftderal 
A d g ,  F i i c i a l  Audit lrParmal2020 Checklist for Federal Reparting and 
Disc;loswts, and FASAB publications. Ekpe&me wctrltimg with DHS OCFO or one of 
DHS OCFO cmqmxnts and knowledge of the DHS core accounting system is preferred. 

Additional Requid KnowIulge and SkiIb: In addition to tbe exptriena and 
educational raphments described above, the Senior Accountant shall possess tbe 
following knowledge and sk ik  

Ability to communicate effbctively, both orally and in writing. 

Ability to conduct a u n p ~ v e  d , a n d  analysis of t d d d  and financial dsta 

Ability to mad and interpret financial managanent policy, regulations, and directives. 

M t y  to develop point papers, briefmg materials, graphical presentations, and to make 
formal oral -tations of thcse matmiah to d levels of govgnment personnel. 
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Ability to ed- aad inform mmagmmt in the various alterdvcs for dc6very of 
f b m c i i ~ d s e r v i c w .  

Bade Espwkce: An mda&u& degrae, 4 years of p @ d y  ~ i l e  
C r t p e r i a t ~ e h & ~ d @ u ~ i n ~ e n b , ~ c & e ~ ; e i n o a e a r  
m o r t k t y ~ e r e a s , d e m o ~ ~ ~ t o p r o v i d e g u i d a n ~ t d ~ 0 1 1 f o r ~ f i c  
projects or sub-tab, and h r d n g  ~~ in design, i m p l d o n ,  and 
-0fprojects. 

S p c d r k d  hjndmce: Proposed personnel shall possess a working knowledge of TlER 
and the tinancial nqmtiq process. Experience working with DHS d o n  of TIER, D M  
financial reporting process, and familiarity with tho DHS Components RquiranentS Guide 
is pdemxi. 

AdditionaI R a p i d  Knowledge and Sldih 1Il ltddifion to tha @me and 
tdudonnl requhmats described above, the Senior Accountant shall possess the 
followhg knowledge and skills: 

Ability to communicate effectively, both d y  and in writing. 

Ability to a h a c t  comprehensive restarch and analysis of technical and financial data 

Ability to read and interpret financial management policy, regulations, and directives. 

Abilitytodevclappintpapas,briefing~~cal~tations,tlladto~e 
fhd oral psmlatians of thwe materials to all levels of government perso~c1. 

Ability to educate arad Mrm management in the various akn.dves for delivery of 
~ ~ o n a l s e r v i ~ ~ .  

9. ~ e n b l w  
Tbe following &livemblcs ae due per the dexhde in section 10, Deliverable Schedule 

The contractor &ail meet with thc CbmponWt COTR and Pmgmn Manager (PM) within 
stvencaleDdardaysaAaaward. Tbtpurposeofthcmeetingwillbetoideatifyprimery 
points of umtact, discuss s a p ,  tasks, a d  uaderstrrading of technical apgroach. Tbe 
Conarcbor shall preparc and submit written minute of the d n g .  

9 2  Monthly Status Report 

The Contractor shall submit one electronic copy of a monthly report to the Compwent 
Contracting Officex, Project Mmqer and the Component COTR by the 15th wwlring day 
f o l l o w i n g t h e e a d o f c a c h m a n t h f o r r c v i e w , ~ w d ~ .  Tbeekctronic 
copy shall be provided to USCIS via c-mait in a MS Word file fbm& The manthly report 
shall coatain, but is not limited to, the followiq. 

-tnt -ry: Documdng any major p r o b l d w  cmmt expenditures 
by work hours, aad any significant progress or events. 
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Reurnme EspcnditPra: Funds expended during tbe repartine period, cumulative total, 
stadfundsrcmainingoncall. Otberinfwmationraquiredincludcsname,laborcatqpy~ 
h o m ~ c ~ ~ ~ l ~ w t h o ~ f ~ ~ a n d h o u n n m a i n i n g o n d , d p ~ o j e c t e d  
total~fmeachindividuaIwrkingontbist9sk. TheContractotshanraotifjlthe 
C o m ~ C o n ~ ~ i c a , P r o g r a m ~ u a n d C o ~ C O T R i n w r i t i n g w h e n  
75% of the hours for each labor category have been expeodcd. 

Narrative: M p t i o n  of work performed on taslr(s) during tbe reporting period and 
cxpectcd to be perfbmed during the aext month, incIudhg clismsions of any 
~ d i ~ a r a d ~ n s f b r c o m c t i o a b y ~  1WlworJringdayfallowing 
thedofCBChmonth. Tbc~shaUreporttssks&tusinaccordanccwiththe 
mikstanes and objectives idedfied in the appropriate project plan. 

Report Hcrdiaglr: The heading on all reports shall contain the following i n f d m :  

Pbone Number of Contmctor 

Component Cmtrwbg Officer's Technical Repesentative 

Tbc Contractor shall submit om ektmnic copy of monthly CFO performance i n d i m  to 
the Component Ccmtmcting Ofkex, Project Managcr d the Compormt COTR by the W 
working day following tbe end of each month for review, pmessing, and accqtanct. 'Zhe 
electronic copy shall be prwiQed to USCIS via c-mail in s MS Word file format. The 
monthly CFO perfknmmce indicators include, but are not limited to monthly rtnd quarterly 
CFO deJiverables due to DHS. 

la p i ~ t r r b k  schcd& 

The Cmtmtm d d  provide dclivenrbles as specified below and as specified in the basic 
BPA fbr review and a c q t m x .  lh Concontractor shall provide tfie deliverables in elecdmnic 
format to the extent possible. All chmmbtion developed by the Contractar shall become 
tbe praperty of the Gavcmment and sball not contain proprietary e g s .  
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TheGo~entwillhave30workiagdaystarevicwdprovidtc0mmcntstotbe 
Chtmcbr prior to of all delivaables. 'lb Contractm must then mqmd 
within ten working days a f k  receipt of Govcrnm#lt comments. An ele!ctronic d o n  of 
a i l  deliverablw W be submittsd to the Program Manager and Cmnponent COTR fi,r 
review and approval. Pmmtatiw~s and or briefings, Powcr Point, Word, Excel, or any 
other rcqutsted mal iums campatible with USCIS emhnm~t  shall be used. 

D e l i d l e  

Posd A d  Conf- 
Meeting Minutes 

Monthly S~tlltus Report 

Monthly and Quarterly 
iDdicstars 

FiluncidStatcments, 
~ P l r m s , ~ ~  
dTrainingMatnials 

11. OtbcrDh.cetcoat8 t0M:sI 
o t b c r d i r t c t ~ ( O D C s ) i n c I u d c i ~ ~ a s ~ r , r m d i n c i ~ ~ e s ( i n c l ~  
cmsmmbk / ucpedabk computer supplies) that the Conttactor r e q h  to tummplish the 
workassigatd.TheGavesrmKntsball~theCo~rwlth~incfuding 
wmbations, &sks, chairs, access to tclwncs, fkx madhe, copy machines and basic 
office supplies. Bacaust o f b  Wtics  are at a premium, tbe may need to 
sbere Wty apace, furniture and equipment. The Contractor should sptcify any additional 
required item in its proposal that either the Governmmt or tbe Contractor shall be 
responsible for. The Conbackx is not iluthorkd to incur any ODCs without ?be prior 
written approval of the component COTR. Any 0DC.s incurred, without advmce written 
approval from tbe Component COT& will not be reimbursed by the govcrmnent. The 
Contractor Bhall p v i &  cupics of itemized invoices andlor receipts for the ODCs with the 
monthly invoice. 

11.1. Travel 
Contrtlctor may be repuirad to travel to USClS Offices outside of the Washhgton DC and 
Burhgtm, Vermont areas to fa&tate the completion of work & this ooabract. Most 
work will be accomplished withia the W&hg$on, DC or Bdngton, Vennont amis. 
Very light trawl outside of these areas may be anticipated 

DueDaic 1 Remarks 

Travel &dl not be perf& in tomestion with this BPA Call without prior written 
appro& of the Component COTR Appval will include the travel ihemaies and 
estimated costs. The Contactor is responsible for making all needed mvel and hotel 

7 Days after meeting Section 9.1 

15" wokhg day followiDg 
the end of each month 

working day fb!lowiag 
tht gd of each manth or 

As Required 

Section 9.2 

Scction 9.3 

section7 
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for its peawnd, linless otherwise notified by the Component COTR. The 
-strallbereimmfmoflid~e1hinBccardaacawithhFedtralTm1 
RqguMons. Onlycosch clsss is mtbrkd. Upon completionoftravel, all documentation 
associated with tbe nspdyt trawl shall be submittad with the invoices. Only receipts 
over$25.00arerequhdtobe~ttcd A U r t c t i p t s s b g f l b c ~ f a r l o d g i a &  

of h value. R c i m W c n t  for local travel (normal day to day hmel to d 
~workas~Ilasparking)~this~~~vehi~leisnotautborized. 

i2. Place of Pedormmce 

The pridpal place of work will be USCIS OfXcts in the Washhgbn, DC metropolitan 
a r e a d B u r ~ V T p r t a  

13. Jmvoicw 

Tbe invoice must include tbe blkdng  do^ andlor &tach& documMm: 

a Invoicedate 

BPA Cadtractnumber 

BPACallNumber 

~esiod of Perfbmmce associated with tbe invoice 

Any p m p t  payment discount 

Name, title, phone number, and complete d h g  address of rqumsible ofiicial b 
whompaymentistobesent 

Other subtantiathg docurnentation or information as requid by FAR 32.905@) 

To expedite the invoice process, the CmtmcW shall provide electronic invoice, to the 
Cornpommt Contmcthg Officers Component COTR, and Progtgm Manager no later than 
the 2W cahdar day &flu the nunith in which serviots were paformed 

14 Gavtrnmeat Fumhhcd Inf;amrtion md Resou- 

Contmtar use o f & - - F d  Equipment is subject to the Dqmhnent of 
H m l a n d  S e c u r i t y ~ d D i n c t i v c  (MD) 4600.1, attaGBtd. 
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The gov- will provide only that propmy whicb is requid to coafiguff a suitable 
wuhation, t.cIcpbnc, ahdo&.R en- f o r a s r i g n e d ~ 1 .  The Cmtmcbr 
shall be qxmsble fbr pviding all ref- tools, tmhbg tools, and supplies-to their 
p e m n m L  U p r m ~ s c h d d i q , a ~ r o o m m u y b e m d e m a i l a b 1 t f o r t b e  
Coadtactorto~inteniews,rmchgs,ajxlo~activities Anyequipmentfianished 
by~gov~totbRCon~trtctartoperformwork~tbisBPA~willbe~ 
tothego~tat thctennuurt ton 

. . of the BPA. 

The Govmmat will provide Contractor personnel with cubicles, access to duplicating 
mscbines, m h k m u s  oftice supplies, and t e l e p h .  Ibe telephones shall be used fbr 
work pmpmes only or fin emergency calls. 
'Ik ContrecQr's aaployecs shafl keep workstations mat end tidy, 'Iht govemtucnt 
~ ~ r i g h t w n q u i r t m ~ o y e e t o r r a n m a n y i t e m t h a t v i o l a t e s ~  
Employment @ptmi@ laws, has tbe actual or tbc a p p m m c  of sexual hnmmmt, or is 
not of a pfbskmd w. 
Thccon$actor shouklspecifyaay a d d i t i o n a l t a q ~ i t e m s i n i t s ~ t h a t  e iktht  
Govmmcat or the contmctar shall be rcspoasibk for clearly identifying that has rights end 
o b l i p t i m s f ~ s u c h ~  Themnhdorwillkegivenaccessto: 

Qualiicd individuals h n  USCIS will be available during n o d  business hours to 
p r o v i d c o c c h n i c a l a d v i c e a n d ~ .  

Whik p & i i  d c e s  fm USCIS, the ccmtractoragrces to cxamiae and use 
G m c m m a t - W  hbmntion idcdfied as proprietary cxclusiveiy in the 
pcrfmmance of the BPA Cd and to take the necessary steps to pmmt did- 
0fsucbinfrrmnationtomypartyolleidctheGO~ Tbe 
a m i m t o d s u b ~  who will have ec~css to proprietary Goycmment 
i n f o d o n  may not engage m any 0th action, venture or employment whae tbis 
infdnwillbcusledfbttbepfitofany party o~thanthtpmtyfwding 
the id-. Mdentiality of t&e mphments and cost infixmation must be 
~ a $ a u a l l t s .  

1% Heam of -n 

Normal duty hours are within the homs of 7 AM to 6 PM, Monday through Friday, 
qcluding F e d d  Gavernmeat holidays. Contractor personnel arc expected to follow the 
samewarkscfieduleasthcsupporbtd~ff icc~Me]orasotherwise~by(he 
Compamnt COTR Coatractors shall be requid to sign in d out fix the plapose of 
veri- the billed labor hours and for building security purposes. Contradm will not be 
p e n n i t t e d t o & ~ ~ ~ r e f h a n r U ) ~ p e r w e e k ~ c s s w r i t t e n ~ o n i s r t c c i v b d  
hm the Campomat COTR in advance. 
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G s d  
U.S. C i t k d i p  & Immigration !kv iccs (USCIS) has determid that perfcmmcc of this 
contract requirw that the Cbmctor, vendoc(s)), etc. ( h k  known as 
Contrsctor), requks access to sensitive but uncIaSSified information, and that the 
~ontractar ~ i i l  adhae ta tbe fono-. 

$uitabW Thttnui.a~on 
USClS shall have and exercise MI control over granting, deaying, withholding or . . 
ttmunatrng access to govermncnt M t i e s  and/or access of Contractor employees to 
~ t i v c b u t t m c ] a s s i t i c d i n f ~ o , b a s e d ~ t h c d t s o f a ~  
investigation. USCIS may, as it dtema appropriate, authorize and maks a fitmrable entry 
o n d u l y ( E 0 D ) ~ o n b a s t d o n g a t ~ s e c u r i t y c h a c l r s .  ThefavorabItEOD 
decision wodd allow the cmpbyees to canunence work t e m p o d y  prim to tfae 
mmpbhn ofthe fidl bvestigation The granting of a M e  EOD c l e d h  shall not be 
considacd as assurance thet r full employment suitability &won will follow as a 
resuit thenof. The granting of a fhmblc EOD decisim or a full mphymemt suitabiity 
dcterminationshrrl]inm,wayprev~prw:1ude,orbar~~walm~~of 
any such acccss by USCIS, at any time during the term of the amtract No emp1oyee of the 
Contrsctor shall be allowed uacscorted access to a USCIS Mlity without a fawrraMe EOD 
decision at suitability detennination by the Of£ice of Security and Integrity (OSI). 

Iwcrtbtions 

Co* employees (to include applicaats, temporaries, part-time and repkmmt 
employees) under the contract, needing access to sensitive but u n c ~  bhmation, 
shall undergo a position sensitivity analysis based m the duties, outlined in the Position 
Wgaationr Dctcrmination (PDD) for Contractor Pcrso+ cach individual will paf' 
on the contrad The d t s  of the p&tbn sensitivity analysis sball idat@ tbe appropriate 
background investigation to be corrductad All background b gat ions will bt processed 
through OH. Prospective Co- employees shall subanit tha following completed 
fonns to OSI through the COTa no less than 30 days before the starting date of tbc contract 
or 30 days prior to entry on duty of any employees, whetha a replacement, addition, 
submtm%r employee, or vendor: 

1 Standard Form 85P, "Questionnsin fix Public Trust Positionsn 

2. DHS Farm 1 1000-6, "Conditional l to toscnsiti~e But U n c M e d  
I n f o d m  Non-DiscIosm Agreementn 

3. F'D Form 258, "Fingerprint Cad" (2 copk) 

4. Form DHS-11000-9, "Disclosure and Authorbatition Pertaining to Consumer 
Reports Pursuant to thc Fair Credit Reporting Act* 
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5. Position Designation DeteTmination for Contract Personnel Fonn 

6. Foreign N a t i d  Relatives or Associates Statement 

Required fwms will be provided by USClS at the time of award of tbe umbact Only 
complete packages wiU bc w q k d  by OSI. Specific instnrctions on submission of 
packages will be pidcd upon a w d  of tbc contrad. 

Be advised that unless an applicant tquirhg access to sensitive but ~classiEied 
~ h a s r c s i d e d i n t b c U S  fmtfKaeofthepestfivcyean, OSI may not beableto 
complete a satistitctory b&gmd investigatiaa In such cases, USCIS retains tbc right to 
deem an applkani as ineligible due to imufkicat background inf- 

Tht usc of Non-U.S. citizens, iaachdng W Pananent Residents (LPRs), is not 
pesmitt#l in tbc ptrfinmmce of this contract for any @tion thrrt involves access to or 
dmlopnmt of my DHS IT system USCIS will consider only U.S. CitizPsls fa 
employment on this contract. USClS will not epprov~ LPRs for employment on this 
contract in any position that r e q h  tbc LPR to access or assist in the devclopme.nt, 
o p c r a t i m , ~ c m c n t o r ~ o f D H S I T s y ~ t c m s .  Bysigningthiscahad,tbe 
~ ~ e g r e e s t o t h i s ~ c t i o ~ .  I n t h o s e i n s t a n c e s w h u e o t h e r ~ I T r e q ~  
containcdinthtwntmctcanbcmetbyusing LP&thoseraquhmts shall beclearly 
described. 

The Contractor mast agree that each employee working on this contract will haw a Social 
SeCurityCardissuedand~vedbytbeSocialSerority~on. ThContractur 
dull be responsible to USCIS for acts aad o m k b s  of his own employees and for any 
Subcontm&x(s) and their mployecs to include Gnaacial respomiility for all damage or 
iojurytopersonsorpropatyrtsu~fromtheactsoramissio~~~of~~~~s 
employees. 

Subject to existing law, rqphtions a d  or other provisions ofthis contract, illegal or 
u n d m  aliens will not be employed by the canb.tlctor, or with this amtract The 
Co- will ensure that this provision is e x p d y  hcmpomted into any and all 
Shxmfmds or subondinate agreemeats issued in support of this contract. 

If a prospective employee is found to be ineligible for access to USCIS facilities or 
Sonnation, the COTR will a h k  the Contrador that the employee shall not continue to 
work or to be assigaed to work under the contract. 

USCIS resems the right and pmgative to deny and or restrict the facility aad 
idonnation access of any Chtmch employee whose actions are in d i d  with the! 
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standardsof~5CFR2635sad5CFR3801,m.~USCISdetcnninestoprtsent 
a risk of ampromising seadive but unclassifid information to which he or sht would 
have access MdCr this mntrad 

TheContractarwinreportanyodverscinformntioa~totbeiradteatimooncerning 
contract employees under the contract to USCIS OSI. The rmbbequent t e m o n  of 
employment of an employee dots not obviate the rrquiranent to s t b i t  this report The 
nport shall incluck the emplop' name and social s w d y  number, along with tb 
advase hfhmaticm being reported. 
OS1 must be notified of all termhtiond resignations within five days of O C C ~ .  The 
Contraccar will rdurn any expired USCIS issued iderrtification cads and building passes, 
or those of tmnbted employas to the COTR. If an idcntiilcation card ur building pass is 
not availabk to be returned, a report must be submitted to the Wilt, m M i  the pass 
or card numba, mame of individd to whom issued, the last known W o n  and 
diqmiticm of the pass or d. 

SmlritYhhawmm~ 

The OmhWor shall appoint a senior afticial to act as the Cmpomc Security Mca. The 
individual will infafatc with OSI hmgh the COTR on all security raa#eff, to include 
physical, personnel, and -on of ail Government infomation and data accessed by the 
cmmctor. 

The COTR and OSI shall have the right to -inspect tbe procedures, methods, and facilities 
~ b y t h e C o ~ r i n c ~ m p l y i a g w i t h t h e s e c u r i t y ~ u a d e r ~ c r m t r a c t .  
SbouldttseCOTR~thattbtContractorisnot~yins~~the~ty 
qnimrmb of tbis oontraca, the Contractor will be informed in writing by the Colrh.acting 
Ofihr  of the proper action to be taken in order b effect compliance with such 

Combutw and Ttlccommmications i%uritv Rtauirunmb 

Tbe DHS has mtabbhed a dcparhnent wide IT security program based on the following 
Executive Orders (EO), public h m ,  and d o n a l  policy: 
Public Law 107-296, Homeland Sccurjty Act of 2002. 

Fedcral M d o n  Security h4auagcment Act (FISMA) of 2002, Novcmber 25,2002. 

Public Law 104-306, C l i i - C o b ~ ~ ~  Act of 1996 [ f d y ,  I n f o d o n  Technology 
ndmagement Reform Act (ITMRA)], F e w  1 0,1996. 

* Privacy Act of 1974, As Amended. 5 United Stales Code (U.S.C.) 552% Public Law 93- 
579, Washington, D.C., July 14,1987. 

Executive Order 12829, Naiiud Indhrial Sear@ Pro-, January 6,1993. 
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Executive Order 12958, CIossiped National Security Idormation, as amended. 
Executive Ordtr 12968, Access to Classified Injiwmation. August 2,1995. 

Exuastivt Order 1323 1, Critical 1nf;astructure Protc&n in the Irlfkmutwn Age, 
Ocbbex 16,2001 .* National lndwtd Security Program Opes&q Mamd (NISPOM), 
February 2001. 

DHS Sensitive Sysem Policy Pdliwtion 4300A v2.1, July 26,2004 

DHS N d M  Sccrrriry System Policy PuMWon 43003 ~2.1, July 26,2004 

4 Horn- Security hsii&utial lkxtive 7, Cri t id  hghtruchae Iden@caiion, 

Prioritization, and Protection, ~ D s c w n b e r  17,2003. 

0 8 6 ~ ~  of Management and Btulgct (OMB) Circular A-130, Mvmgeemenl of Federal 

National Security Dirdvt (NSD) 42, Naftonal Policyfbr the of N d o d  
Securiw T e l c ~ m ~ & o m  m d h f b d o n  Sjlstems (U), July 5,1990, 
C O N F I D r n .  

5 Code of Fedcral Replations (CFR) 52635, Office of aOvemment Ethics, St*& of 
Ethical C o k t  fop Empkyees of the Executive Branch. 

DHS SCG 05-002 0, National Sccdty IT Systems Mfication & Accreditation, 
March 2004. 

Depmm~ of State 12 Foreign Afthim Manual (FAM) 600, &tiomation Scm.b 

Technolow, hme 22,2000. 
DcpartrneDt of State 12 FAM 500, ~~ Sectaity, Octd= 1,1999. 

PreJidential Decision ~ Y C  67, W n g  Cmtifulional Gommwt a d  Continuity 
of Govenrmenr Operations, dated October 2 1,1998. 

FEMA Federal P q m m k 8 s  Circular 65, Fcderd IZxe- Branch C o r n @  of 
@uwionr (COOP), dated July 26,1999. 

FEMA Fedaal P q a d n a s  Circular 66, Test, TmMng mrdExercise (?T&.E'&r 
Co- of operah-om (COOP), dated April 3 4  2001. 

FEMA Fedtral Preparedness C i  67, Acquisition ofAItemute FkiIitics for 
C~~nuityojoperatiom, dated April 30,2001. 

Title36 Codc of Federal Rcylations 1236, Management of Vital i b d s ,  rev id  as of 
July 1,2000. 

National Mtute of Stasdruds and Tcchno10gy (NIST) Special Publidom for conputet 
d t y  a d  FISMA compliance. 
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G a d  - 
Dut to the sensitive nature of USClS %omation, the aMtractor is required to develop d 
mhtainatxm-ve Camputerami T t l m u n i d m s  Security Program to address 
the integrity, d d d d i t y ,  and availilabitity of sensitive but uric- (SBU) 
i n f b  during c 0 1 ~  stomp, transmission, and dispod. Tht mtractor's 
securityprogram s h a l l a d h a t t o t k ~ s e t f o r t h i n t h c D H S M a n a g ~  
Directive 4300 IT Systans Security Pub Volume 1 Part A imd DHS Management Directive 
4300ITS~SecurityPnbVo~umcIPart8. Thisshall includcm~withtbe 
DHS W t i v e  Systems Jhndbook, DHS ?vlanagm M v e  11042 Safkguadq 
Sensitive but lJkkii6cd (Far Official Use M y )  I n f ' d o n  aad other DHS or USCIS 
guidehesand&e&vestegadngintwmationd~requiremests. 'IbacoDtractor&all 
establish a working relationship with the USCIS IT Security Office, beaded by the 
Infommth Systems Security Program Manager (ISSM). 

In accordmu with DHS Managan& Directive 4300.1 " I n f d o n  TcdmoJogy Systems 
Security", USCIS C h t m d m  shall emme $rat dl employtcs with access to USCIS XT 
Systems are in compliance with the requirement of this ~~ Diredive. 
Specifically, dl oontmctor emp1oyees with actess Q USCIS IT Systems w ttLe 
requiranent hr succegsfully compktine the annual HComputg Sea& Awareaegs 
Training (CSAT)." AU cmtmdm employees an required to complete thc b a h g  within 
60-dap fbm tbt daft of entry on duty @OD) and are requid to complete the hinhg 
Y=~Y -- 
CSAT can be accmsed at tht following h t ! m J / o t c d . u s c i s . ~ ~ t a p e . ~  
or via remote axes fiom a CD which can be obtained by contacting 
u s c i s i ~ ~ g o v .  

scenritY in the Sww Develo~mcpt LAfk C~cle (SDLC) 

The USCIS SDLC Matlual documents all system adivities rtquired tbr thc development, 
opgatioa, and diqodioa of IT security qskms. Requid spstems analysis, d e l i d e s ,  
and security activities rn identified in the SDLC manual by l i l e  phase. The 
contcactor shall assist the appropriate USClS ISSO with dcve1opment and o o m p ~  of atl 
SDLC adhitics and dcliverables tontaiaed in tb SDLC. The SDLC is supplemented with 
i n f e n  fiom DHS and USCIS Policies arrd pmcdures as well as the Natioaal Institute 
of Standads Special Roceclurts related to computer security mid FISMA compliance. 
Thest acthities include development of the fbllowing domneab: 

System S ~ C U T # ~  plan (I~SSIP~: ms is thc primary f~- that describes 
system sensitivity, criticality, security cuntrols, policies, and procedw. The SSSP 
shall be bmcd upon the completion of the DHS FIPS 199 workbook to categorize 
the system of application and coql&on of the RMS Questionnab. Thc SSSP 
shall be campleted as part of thc System or Release Definition Process in the SDLC 
mdshaflwtbwaivedortaild 



BPA Call # HfSCCGO%F-Q82'79 

p r i w r c v ~ c t A s ; r w m m t ( P U )  d & w t e m  ofRtcordr Notijlcution (sow. Far 
tach new dtve10pent activity, cacb inuwnental system update, or syr~tem 
FeccrtiWon, a PIA and SORN shall be evduated. If the systun (or modifidon) 
triggers a PIA the colltrador dull support the dcvelopmcnt of PIA and SORN as 
required. ThePriyacyAdof1~4requirestbcPIAandshallbcpartofthtSDU: 
process perfmed at tithcr Systun or Release Definition. 
C~nn'ngcncy Plan (CP): This plan describes tbe steps to be taken to ensure that as 
a u t a m a t e d ~ a r f i r c i l i t y c a n b e r e o o ~ ~ ~ c e d i ~ ~ l l ~ i n ~ e v e n t  
~fcmergcnci tsand/urdisastcn.ThcCotrtractorshal l~rtarmual~  
plan testing and d d  pwide a C a d n p c y  Plan Test Results Report. 
S m a f @ T c s t c m d h t a l ~  (ST&@: This doauncnt tval-cach d t y  
control and muterm- to verify operation in the maanea intcnd6d. Test 
panrmebers~es&blishedbasedon~tsoftheRA. AnSTBtEshallbe 
cooducted fot each Major AppWon and tach G d  Suppart !3ystcm as part of 
t h e ~ c a i b n ~  T h e C o n t r a d a r s b a U ~ r t f h i S ~ .  
R i s k A s s e m m t ~  ~ T h i s i ~ f i e s t h r c a t s a n d v u f m r c l b i l t k s ,  
a s s e s ~ l w t b e i m ~ o f t h e ~  wd*in-pnacecormtenneasures,and 
W c s  rddi t id  countsmeasum nectssary to ensure an twcpbblo level of 
security. 'Ib RA sball be completed a f h  completing them= 800-53 evaluation, 
Contiag;cacyPlanTesting,aadtheSTBtE. I d e n t i f i a d w e a l o l t s s s h a l l b e ~  
in a Plan of Action and Milwtone 0 in the USCIS Trusted Agent FISMA 

tool. EachPOA&Mcntryshall ideati@ the cost ofmitigatingtheweakws 
and tbe schedule for mitigating the weakness, as wdl as a POC for the mitigation 
efhts. 
Ckr@d&m mddccre&ath (C8iA): This program cs&blishcs the extent to 
which a particular design and implcmen* of an autolPatcd systtm aad the 
W i t i # ~ t h a f ~ y g t ~ m m e e f a s p c c i f i e d ~ o f d t y ~ & W o n  
tbtRAofsecurityfeaturesdothtr~cairaq~ts(doatioa),dtfie 

and approval of a system to process d t i v c  but 
Mclassititd*mfonnation(m~). A s ~ t h c C o n t r a c t o r s h a l l b e  
~tcdarxxsstotheUSCfSTAFdRisk~~S~~S)tooLsto 
s u p p w t ~ a n d i t s a n s l u a t ~ t n q a i r c d n e n t s .  Axmualasstssrneadadivities 
shall include completion of the NIST 800-26 Sew Assesma in TAF, annual 
d e w  of user acoomb, and annual d c w  of the FIPS categorbtion. C&A status 
s b e l i b c ~ d f m e a c h ~ ~ s y s t e m r r p d a t e a d a n t w 1 1 1  CMpmcess 
completed when a major system &n is anticijmted. 

DHS Management Dkaives 4300 qu i res  o o m p ~  witb standards set forth by NET, 
for evaluating compufer systems used for processing SBU infixmalion. The Contractor 
s h a l l ~ t h a t ~ t s e r e d l o c a t e d i n t h c i i n d ~ r e q u i r e m e n t s  
d e s i g n ~ t o s e ! c u r i t y ~  

dw-n 
arc based on the DHS poky, NIST sbndatds 

and applicable legislation and regdatory requirtments. System shall offer the foUowing 
viaile security ficatms 
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User &ntif;calion md A o r i ~ ~ o n  (I&) - IM is the process of Wing a 
system the identity of a subject (for examp1q a uscr) (0 snd providing that tbc 
subjectiswhoitcMmstobe(A). Systemsshallbedeaignbdsothattlxiddtyof 
~ u s e r s h a u b c ~ ~ p r i ~ t o ~ s y s t a n ~ € ? a c h ~ ~  
s h a t l h r t v t h i s / h c r o w n n s c r I D a n d ~ a n d e a c h u s e r i s ~ ~ b e f ~  
~ i s ~ t t c d .  A l l s y s t e m a n d d a t a b a s c ~ ~ v e ~ ~ 1 h a v e s t r o n g  
autbcntication, dtb passwords that shall d o r m  to established DHS sCandards 
All USCIS M c a t i o n  and Authentication shall be h e  Psiag tbe Password 
Issuance Chtml System (PICS) or its stmessor. Under no ckmmtmm will 
Mfication d Autbentication be perfbrmed by o h  than the USCIS standatd 
system in use at the time of a systems develojmeat. 
Discretionmy Access Control PAC) - DAC is a DHS access policy ?hat restricts 
~ t o s y ~ o b j a d s ( f o r c x a m p 1 e , f l l ~ ~ d e v i c w )  badonthe 
i M t y  ofthe usas ador  groups fo which they belong. AU system files shall be 
p.otectdd by a scamby access amtml measm. 
Object Reuse - Object Reuse is the massignmeat to a subject (for example, usa) of 
a d u n  that previously contained an object (for example, file). Systems tbat use 
memory to tcmporatily store user I&A information and any other SBU i n f ' o n  
shall be c M  behe d&. 
Audit - DHS sykms sball paovidc facilities for tramdon auditing, *ch is the 
e o n  of a set of chmnologid records tbat provide evicknce of systcm d 
user activity. Evidcncc of active review of audit logs shall be provided to the 
USCIS IT Security Office an a monthly bask, identifying all security findhgs 
indurl ingWbgin~attunptstoaccess~ctcdinformation,and 
password change activity. 
&uacrPrrgcs-DHSsystemsshallpxwi&qpropriatesemitybarmasatstartup 
iht@ing tk system or applidou as bdng a Government asget and subject lo 
govenm~cslt laws and negplatio~lk This requirement does mt apply to public facing 
intcmct pages, but shall apply to inttrrnet appWons. 

h f a  t3ccmitv 

SBUsystemsshallbepro~fromlmauthotiztdaccess,modificatioqddcniatof 
service. The Contnctor shall ensure that alJ aspects of data d t y  raquimneats (ic., 
confidentidity, integrity, and avahbiity) are included in the iimclional requirements and 
systun design, end ensure that they meet the minimum quimnents as set forth in the 
DHS Sexdive Systems Handbk and USCIS policies and pmcedum. These 
r e q a  include: 

lntegrfty - The computer systems used fbr processing SBU shall have data integrity 
controls to ensure that data is not modified f i M y  or m h k a t i d y )  or 
npudiated by either the senda or the receiver of the informath A risk analysis 
and mhcmbihty assemmt shall be performed to dckrmht what type of data 
htegiity antrob (e.g., cyclical redundancy chwh, message authmtication codes, 
stcmity hesh fimctions, and digital signaturcq etc.1 shell be used. 
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Co@kM@ - Controls shall be included to emure tbat SBU infixmation 
c o l l c c t e d , s t o x e d , a a d ~ # e d b y t b e ~ h ~ a p ~ ~ ~ .  A 
risk analysis and wikabillity assessment shall be perfianncd b dctamine if threats 
totkSBUexist. I f i tex is ts ,dats~mshal lbtdtomit igate~tboeats .  
Avaiiabiliry - ChtmIs shall be included to gtsure that the system is A ~ Y  
warking d all services an M y  available within a t i m t h e  ammmmte with 
the svailddity aaads of the uset community and the criticality of the infomation 
w* 
Data Labelhg. - The ~ h t  contractor sball that documents and media are labeled 
consistent witb tbe DHS Senririvc S y s m  Hrmdbbok. 

BPA CALL TJ3RlW AM) CONDITIONS 

FAR !52.217-8, OPTION TO EXTEND SIERMCES (NOV 1999) 
The Govmmcnt may requin coatinucd p e r f o m  of any services within the limits and 
at tbe rates specified in the contract. These rates may be adjusted only as a rcsult of 
revisions to p d l h g  h b c  rates provided by the Secretary of ,Labor. Tht option pmrkicm 
may be exercised more than once, but the total extensim of performance hereunder shall 
not exceed 6 months. The Contracthg Oaca may ex& the option by written notice to 
the Caitmcbr within 30 days. 

FAR 52317-9, OPTION TO EXTEND THE TERM OF THE CONTRACE (MAR U100) 
(a) The Govmment may extend the tam of this contract by vdttm notice to the 
Cantrackorwithin7days;povidcdthaSthcaOvcnnnent~givestheContractorsptliminery 
wri#enaoti~~ofi ts~to~a~least3Odaysbefmtheconttsctwqrins .Tbc 
p r c l i m i i  notice does not d t  tbe Governmat to an d o n .  
(b) If the Govunnmt exercises this option, the extended colltmct shall be tomi&red to 
include this option*. 
(c) The total duration of this amtmct, including the cxetcisc of any options under this 
d a u s e , s b a l l n a t ~ f i v e ( 5 ) ~  

FAR -7-39 CONTINWTY OF SERVICES (JAN f 991) 
(a) The Contractor recognizes that the servSces under this contract are vital to the 
Oovernment and must be continued wibrout intemptian and that, upon anttact expiration, 
a successor, 4th the Govemxmt or another contractor, may codhue tkn The 
CantrtLctor agrees to - 

(1) F u d s b  phase-in training; and 
(2) Exercise its best eff6rts ad cooptration to effect an orderly and e&cient 

Omsition to a succmm. 

(b)ThcCon~shal~upontheCoo$acting~swrimnaotice,(1)~p~in, 
phaseoutstrvicesforupto90daysaRerthis~ontnact~ and(2)ncgotiateingood 
f%th a plaa with a swcmm to detamine the nature and extent of jhse-iq phasacrut 
services required. The plan shall specify a training program and a date for b.ansfcrring 
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respatrsibilities f'each division of work dcscr i i  in the plan, and shall be subject to the 
Corntracting m d s  appmval. Thc f2amchr shall provide !mfficimt experienced 
pnsonnelduringthe phaaain,phase-outperidtoensurethstthe~~dcdf~bythis 
catrat% are mainbhd at tbro requkd level of proficiency. 
(c) The Contrador shall allow as many persoanel as pcticrMt to remain on the job to 
belptbcsuccessor mainbb the continuity and consistency of the services tequirwl by this 
caa traaTbeCon~at sosha l ld i s c lo senacwsarypaso1~~1~~a l lowthe  
successor to d u c t  on-site intervim with tksc employees. If selected emplops are 
agneaMe to the change, the Contmtm shall release them at a mutually agreeable date and 
mgatiate~oftheirearnedfihgebeditstothesuccessor. 
(d) Thc Conbador shall be reimbursed h r  d reasonable phase-in, phasmut oos& (i.e., 
c o s t s ~ w i t h i n b h c ~ p c r i d a f t e r ~ ~ ~ m p ~ o n t h r d r e s u l t f r o m ~ i n ,  
Ijasbout operations) and a fix (profit) not to exceed a pro raia portion of the fke @refit) 
underthiscon= 

52.2@3-13 CONTRACTOR CODE OF BUSXNESS ETHICS AND CONDUCT @EC 2007) 
(a) Definition, 

Wnited States," as used in this clause, means the 50 States, the Distrid of C d d i  and 
outlying areas, 
@) Codt of busintss ethics and conctuct. 

(1) Within 30 days a* contract award, unless the Cantracting OfEicer wtablisbes a 
longer time period, the Contractor shall- 

(i) Havc a writben code of business ethics and conduct; aad 
(ii) Provide a copy of the code to each employee waged in pafbrmancc of tbe 

contfact. 
(2) The Contractor shall promote amphnce with its code of business ethics and 

conduct. 
(c) Awareness program and internal control system fbr 0th than mall businwses. This 
para%raph (c) does not apply if the Contmctor has repregentcd itself as a d business 
concern pummt to the award of this oontract. The Contractor shall establish witbin 90 
daysafteroantractawd,rnrkjs theCbhchg CHficeestabliialongatimeperiod-- 

(I) An ongo@ business ethics and bus'hess conduct awaremss program; and 
(2) An internal coatto1 system. 

(i)TbjeContnrctor's m t a d  control systemshall- 
(A) Faditate timely discovery of i m p  conduct in oonnection with 

Government con- ornd 
(B) Bsm d v e  meamea arc promptly instituted and carried out. 

(ii) For example, the Contmc&r*s intcmal control system should provide fo- 
(A) Paiodic reviews of compaoy businem p d k s ,  procedures, poIicics, aad 

internal controls for compliaacc with the Contnsbr's code of business ethics 
and wnduct d the special rq-nts of 0 0 ~ -  contracting; 

(B) An internal q o d n g  medmism, such as a hotbe, by which employees may 
report suspected indances of impper conduct, aml instructions that 
enmuage employees to make such reports; 

(C) Intend andlor extemal audits, as appropriate; and 
(D) Disciplinary action for impper conduct. 
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(d) Subcontracts. The Contmctm &dl include the substance of this chusc, including this 
paagmpb (d), in subumm tbat bave a valuc in excess of $5,000,000 and a p e r f o m  
period of mom than 120 days, except when the subcontract- 
(1) Is for the acquisition of a oonrmercial ittm; or 
(2) Is performed entirely outside the U W  States. 

5204-9 PERSONAL m m  vIuuEICATION OF CONTRACTOR 
PERSONNEL(GEPT2007) 
(a) The Contractor shall comply witb agency personaI idcntity verification procedures 
M a d  in tbe caatract that implament Homdaad Security Presiaential Directivbl2 
(HSPD-121, M i c e  of and Budget (OMB) guidance M-05-24 and Federal 
Mbmath Processing Standards Publication (FIPS PUB) Number 201. 
(b)ThtContractorsballinsertthisclauseinaU ~ w h m t h e s u b c m b & i r i s  
rtquixcd to h e  routk physical aoass to a Federally-controUcd f ' t y  ador routhe 
access to a F ~ y ~ l l e d  idormatioa system. 

Homeland Seuuity AcqnMition RegPlttlaa (HSAR) clrurcs and providienr 
3ncorporrtcd by dcmee.  

FAR clause 52.252-2, this cmbad i n c o x p o ~  ont or more clauses by ref- with the 
samcfimeandeffectasifthcywcregiveninfulltext. Uponrcqwst,theContnrcting 
Wwr wilt make theit fdl text adabk. Also, the full text of HSAR clauses may be 
d cktmnically at this htemt addrezrs: 
httpJhvwwhgovMbnay/~~pWcpo~hsarfinatrulc.~ 

3M2209-70 Probibition em Contrrcb wi& Corporate Exprtri.ttr (JUN 2006) 
3MLU2-71 Dlwcmirutioa of Contract Information 2083) 
362242-72 htracting of&tr'r technical repmcmtative @EC 2403) 

Mvad8cmtatr, P u W ~  A- uad Ntnr Rdtaws 
AU press -or annoutmmcm& about agency programs, prajects, and contract awards 
need to be c l d  by the Program Otfice and tb+ Contracting Oflicer. Undur a0 
circumstances shall the Cmtmcbr, or anyom acting on behalfof the Contractor, refu to 
the supplies, savices, or e q u i m  fmbhed pursuant to the provisions of this amtract in 
any publicity news release or cornmedal advertising without k i t  obtaining explicit 
w & b  consent to & so fium the h g m m  Office and the Contractbg Officer. 

The Contractor agrees not to d m  to awards in ccMrmercial advdshg in such a mannrr as 
to state or imply that the product or service provided is endorsad or prtfwred by the 
Fedaal Govmmmt or is umsidcred by the Govtmmmt to be superior to other products or 
services. 

Ptrfommce Reporting 
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For active contracts valued in excess of simplified acquisition threshold, the Federal 
Acquisition RqpMion (FAR) 42.1502 r e q h  federal agencies to prepare Contractcw 
pcrfbmana evaluations (report cards). Report cards arc campletcd and fbnaded to thc 
contractor fix review within thirty (30) caL& days from the time the work under the 
contract is c0mpW for eacb conttact year. berim evaluations by the Contmcting 
Oflicermaybecompktedasnectssary. TheContmctorhasthirty(3O)daystorcplywith 
comments, rebutting statements, or additional infomation tbat will be made part of the 
offidalreoard. 
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cantnrct Thii nrtriction doer not limit the Govmment's right to use information contained in this data if it k obtained 
horn other sources without rssbidion. The data wbjecl to thls ramidion a n  contained tn this entire pmgaad. 
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