
C!rnngress of t}Je llniteb ~fates 
ma.sqington, :mar 20515 

The Honorable Kristjen Nielsen 
Department of Homeland Security 
300 7th Street SW 
Washington, D.C. 20024 

Dear Secretary Nielsen, 

January 5, 2018 

We write to express our concern regarding the Department of Homeland Security's (DHS) October 18th rule 
regarding the collection of the social media information or.. immigrants- including lawful permanent residents of 
the !Jnited Stntes and na'w·aliud Ameri - -~ ;· -:•iiii~A:i aae its~ tn the A-rileS iliauttamea by DHS. 

In short, this policy represents a gross overreach by DHS, and flies in the face of free speech, due process, and 
freedom of association. By collecting and monitoring the social media information of immigrants, legal 
permanent residents, and naturalized citizens, DHS is able to surveil lawful First Amendment activity online. 
An immigrant, legal permanent resident, or even a naturalized citizen could face deportation simply because of 
a social media posting that reveals where they live or with whom they spend their time, regardless of if they 
ever committed or supported a criminal act. The fear of deportation or other repercussion for the wrong post, 
retweet, or comment could severely hinder their free exercise of their First Amendment rights. 

In addition, the vast volume of information generated on social media platforms would prove impossible for 
DHS officials to carefully and thoroughly consider on a case by case basis. As a result, analysis of such a large 
scale of data would fail to take into account situational circumstances, thus making any assessment possibly 
inaccurate and potentially dangerous. 
Our constituents-many of them immigrants and naturalized citizens-should not live in fear now that 
seemingly innocent activity online could result in severe ramifications, including family separation and 
deportation. We therefore ask that you provide us the following information: 

-----TIIII'ill'i19_.'~"*a)¥l'"~'m .. fl which th~ Depa..rtment determine~ which social flJe.dia handles belong to immigrants, 
naturalized citizens, and legal permanent residents. 
The process by which such information is surveilled and processed. 
How potentially incriminating social media posts would be processed and how the Department would 
ensure that said process protects the individual's due process rights. 
The process by which the Department conducts oversight of this process to evaluate any civil rights or 
civil liberties violations. 

We thank you for your attention to this matter. 

Sincerely, 

Member of Congress 

Pramila J ayapal 
Member of Congress 
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The Honorable Raja Krishnamoorthi 
U.S. House of Representatives 
Washington, DC 20515 

Dear Representative Krishnamoorthi: 

March 19,2018 

U.S. Department of ll omeland Security 
U.S. Citizenship and Immigration Services 
q(Jice of/he /Jirec/or (MS 2000) 
Washington, DC 20529-2000 

U.S. Citizenship 
and Immigration 
Services 

Thank you for your January 5, 2018 letter. Secretary Nielsen asked that I respond on her 
behalf. 

Please find enclosed responses to your questions regarding the collection of social media 
information by U.S. Citizenship and Immigration Services (USers) and the Federal Register notice, 
82 Fed. Reg. 43556, published on September 18, 2017. Published in accordance with the Privacy Act, 
5 U.S.C. 552a, and Office of Management and Budget Circular A-108, the notice is not a rulemaking 
but a modification of an existing System of Record Notice (SORN). The modified SORN did not 
announce a new data collection program in regard to social media information. Rather, along with 
updates unrelated to social media, it provided public notice ofUSCIS' expansion of the categories of 
records that could be contained in this system of records to include the following: country of 
nationality, country of residence; USC IS Online Account Number; social media handles, aliases, 
associated identifiable information and search results. The capture of social media related information 
that was added to the categories of records in this amended SORN was authorized by DHS in 2012 and 
set forth in two other USCrS SORNs and five Privacy Impact Assessments (PJAs). 1 

Thank you again for your letter and interest in this important issue. Representative Jayapal, 
who co-signed your Jetter, will receive a separate, identical response. Should you require any 
additional assistance, please have your staff contact the USCrS Office of Legislative Affairs at 
(202) 272-1940. 

Enclosure 

Respectfully, 

L. Francis Cissna 
Director 

1 DHS/USCIS-0 17 - Refugee Case Processing and Security Screening Information (October 19, 20 16), 81 Fed. Reg. 72075 
DHS/USCIS-006 - Fraud Detection and National Security Records (FDNS) (August 8, 2012), 77 Fed. Reg. 47411 
DHS/USCIS/PIA-068 - Refugee Case Processing and Security Vetting (July 21, 2017) 
DHS/USCIS/PIA-0 13(a) - Fraud Detection and National Security Directorate (FDNS) Data System (May 18, 20 16) 
DHS/USCIS/PIA-013-01 - Fraud Detection and National Security Directorate (December 16, 20 14) 
DHS/USCIS/PIA-027(c)- USC IS Asylum Division (July 21, 20 17) 
DHS/USCIS/PIA-053 -- USCIS Investigations Division Case Management System (IDCMS) (September 5, 2014) 

www.uscis.gov 



The Department of Homeland Security's Response to 
Representative Krishnamoorthi and Representative Jayapal's January 5, 2018 Letter 

1. The ways in which the Department determines which social media handles belong to 
immigrants, naturalized citizens, and legal permanent residents. 

U.S. Citizenship and Immigration Services (USCIS) permits specially trained officers to 
access publicly available social media as an aid in determining whether an individual is 
eligible for an immigration benefit. As discussed in congressional briefings and testimony, 
users has been reviewing social media activity for certain refugee populations since 2015 
and has recently added certain asylum populations. By definition, these applicant 
populations are neither legal permanent residents nor U.S. citizens. As a general matter, 
users does not review information related to u.s. citizens, including naturalized citizens, if 
they do not have forms or petitions currently pending with users. 

USCIS only collects social media information that is reasonably related to matters under its 
consideration. The Department of Homeland Security (DHS) has both the legal authority and 
responsibility to verify any information submitted to establish eligibility for an immigration 
benefit at any time, before or after a case is decided. USCIS is not currently requesting 
social media information from any individuals. There are form updates under consideration 
that might ask for some social media information (such as names used online), but none of 
those possible updates have been made yet. 

2. The process by which such information is surveilled and processed. 

Social media may be part of the background check process for certain immigration benefit 
requests. users conducts background checks only when the agency has the legal authority 
to do so. Specially trained USC IS officers access only content that is available to the general 
public or the general user population of a website or service provider. users does not 
access nonpublic information secured by user privacy settings, nor does it connect (e.g., 
"friend" or "follow") with users to obtain access to nonpublic information. Again, USCIS 
only collects social media information that is reasonably related to matters under its 
consideration. 

Information found on social networks may be compared with information submitted by the 
applicant in his or her request for an immigration benefit. In general, derogatory information 
that an applicant is unaware of and that may be used in an unfavorable decision is provided 
to the applicant in an interview, request for evidence, or notice of intent to deny. The 
applicant is given an opportunity to review and respond before a decision is made, provided 
an exemption does not apply (e.g., the information is classified). Adjudication decisions are 
never based solely on information obtained from social media. 
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3. How potentially incriminating social media posts would be processed and how the 
Department would ensure that said process protects the individual's due process rights. 

DHS has the authority to verify any information submitted to establish eligibility for an 
immigration benefit at any time, before or after a case is decided. users' legal authority to 
verify this information includes, but is not limited to, 8 U.S.e. 1101 et seq, as amended, and 
related immigration laws and implementing regulations. The modified A-File system of 
records notice (SORN), published at 82 Fed. Reg. 43556 (Sept. 18, 2017), provided the 
public with additional notice that USeiS may collect publicly available information obtained 
from the internet, as well as other sources detailed in this SORN, where users finds the 
information to be relevant to its statutory and/or regulatory obligations. 

In general, derogatory information that an applicant is unaware of and that may be used in an 
unfavorable decision is provided to the applicant in an interview, request for evidence, or 
notice of intent to deny. The applicant is given an opportunity to review and respond before 
a decision is made, provided an exemption does not apply (e.g., the information is classified). 
This is true of information from any source. 

Not all information of interest is necessarily derogatory. USe IS sometimes identifies social 
media information appearing to support a claim. Such information is also provided to the 
adjudicating officer for consideration as part of the totality of the evidence. In no instance is 
social media information used as the sole determinant in the adjudication of benefits. 

4. The process by which the Department conducts oversight of this process to evaluate any 
civil rights or civil liberties violations. 

Officers who collect social media information receive social media-specific privacy and civil 
liberties training and sign rules of behavior before they conduct social media vetting. They 
continue to receive annual privacy training tailored for the operational use of social media. 
Moreover, all USeiS officers are trained to limit collection of information to that which is 
reasonably related to adjudicative, investigative, or incident response matters, and to base 
decisions only upon the criteria provided by law. These criteria would not include political 
views unless relevant to the adjudication and authorized to be collected (such as a request for 
asylum or refugee admission based on persecution for political opinion). users also has 
tools to monitor and audit the use of social media by officers, to ensure that all operational 
uses follow departmental guidelines. 

The Department has mandated compliance with guidelines including DHS Directive. II 0-0 I 
"Privacy Policy for the Operational Use of Social Media,"1 dated June 8, 2012, and a DHS 
implementing insttuction, DHS Instruction 110-01-001, titled and dated the same as the 
Directive.2 Among its provisions, Directive 110-01 requires program managers to complete 
a Social Media Operational Use Template which documents the authority and pmpose(s) of 

1 www.dhs.gov/publ ication/pri vacy-policy-operational-use-social-media-directive-11 0-01 
2 www.dhs.gov/sites/dcfault/files/publications/Instruction _11 0-01-00 !_Privacy _Policy _for_ Operational_ Usc_ of 
_Social_ Media.pdf 
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their social media use as well as a description of those uses. The Chief Privacy Officer 
reviews these templates and determines whether a new or updated Privacy Impact 
Assessment or SORN is required. The DHS Privacy Office must also approve corresponding 
trainings and rules of behavior for each template. The DHS Privacy Office approved 
templates governing USCIS' current uses of social media in August 2014. Significant 
changes to current approved uses must be resubmitted and cleared through the above process. 
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